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LABORATORY PRIVACY POLICY

Personal data processing poticy of clients, partners and visitors of the Ltd "CrossChem,,
Laboratory:

1. Information about the Manager

Manager: Ltd "CrossChem", registration number:400038882 44,legaladdress: "NaftaLuka", Otaine parish,
Otaine, LV-2127

Contact detaits for communication: phone: +371,2662 4OOO

E Lectronic ma i L (Ema i L) address: i nfo @crosschem. [v

2. GeneraI characterization of processing of personal data of Ltd "CrossChem".

The Ltd "CrossChem" carries out the processing of personaL data for the folLowing group of persons:
clients and co-operation partners, representatives of clients and partners, potentiaL clients with whom
no contractuaL relationship has been estabLished and who are interested in the terms and/or costs of
the provision of the services of the Ltd "CrossChem" Laboratory, former customers, cLients, incLuding
cLients whose contractuaL obLigations have not been fuLfitled and participants in pubLic events
organized by the Ltd "CrossChem" Laboratory, visitors of the website, participants in marketing
activities, and other persons whose data may be put at the disposaL of the data manager in relation to
the personaL data processing purposes specified in this document.

5. Legal basis for the processing of personal data

Personal data of Ltd "CrossChem" shaLL be processed onLy in accordance with the Legitimate purposes
predefi ned, i ncLuding:

A) For the conclusion of a service contract and provision of services, as well as fu]fitment and
provision of obtigations specified in the concluded contracts

Within the framework of this purpose, the Ltd "CrossChem" wil.[ process the information which wiLL be
submitted by participating in the procurement procedure organized by the Ltd "CrossChem". Ltd
"CrossChem" wiLl cotlect and process personal data that need to be included in the contract to De
conctuded, as we[[ as in order to identify, ensure the provision of the service and the corresponding
payment calcuLation and payment process, as we[L as to communicate in relation to the provision of the
service and/or performance of the contract in reLated matters (incLuding the sending of invoices), in
particutar cases also in order to ensure administration of unpaid payments.

For this purpose and for the sub-purposes indicated above, the Ltd "CrossChem" shaLl require at Least
the folLowing personaI data: name, surname, personaI identity number, address (postaL and legar
address), bank account number, telephone number and e-maiI address of the representatives of the
customer, customer and/or co-operation partner.

The main LegaL bases to be used to achieve these objectives are:
. concLusion of a contract with the data subject (point (b) of the first

GeneraL data Protection ReguLation);
paragraph of Article 6 of the

' futfiLment of Legal" obLigations (ArticLe 6, first paragraph, point (c) of the GeneraI data protection
ReguLation);

o Legitimate interests of the data manager (point (f) of the first paragraph of ArticLe 6 of the
GeneraI data Protection ReguLation), e.g. identification of the contact person of the cLient and/or
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the co-operation partner, ensuring communication with the cLient.

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Aprit.2016 on the
protection of individuaLs with regard to the processing of personaI data and on the free movement of
such data and repeating Directive 95/46/EC (GeneraL data Protection ReguLation).

B) Compliance with regulatory obtigations

Within the scope of this purpose, Ltd "CrossChem" wiLL cotlect and process personal data in order to
comp[y with the requirements of reguLatory acts, including the Law on Accounting, Cabinet of Ministers
Regutation No' 8TT "Accounting settlement ReguLations" and other reguLatory enactments in force in the
Republic of Latvia.

For this purpose, Ltd "CrossChem" may process at Least the folLowing personaL data: name, surname,
personal identity number, address (postal" address), bank account number, telephone number and e-maiL
address of the customer, customer and/or partner representative.

The main legaL bases to be used to achieve these objectives are:

' FuLfiLment of LegaI obLigations (ArticLe 6, first paragraph, point (c) of the GeneraI data protection
ReguLation);

' Legitimate interests of the controtler (ArticLe 5, first paragraph, point (f) of the General data
Protection ReguLation).

C) Ensuring the proper provision of the service

For this purpose, the data manager may need to maintain and deveLop technicaL systems and lT
infrastructure, use technicaL and organizationaL solutions that may atso use personaL data (e.g. via
cookies) to ensure the proper provision of services.

The main legaL bases to be used to achieve these obiectives are:

o Legitimate interests of the data manager (GeneraI data Protection RequLation, Article 6, first
paragraph, point (f))

D) Provision of marketing activities

Within the scope of this purpose, the data manager may need to colLect and process personaL data in
order to ensure participation of the c[ient, cLient and/or representative of the co-operation partner in
public events organized by Ltd "CrossChem", as we[[ as to inform regarding the news and services
provided by Ltd "CrossChem". In some cases, for marketing purposes, Ltd "CrossChem" may perform
fiLming and photography at organized pubLic events (the participants of the event wiLL be informed of
the conduct of such activities upon receipt of information on the conduct of the event).

For this purpose' the data manager may need at Least the foLLowing personaI data: Name, surname,
address, telephone number, e-maiL address, photo, data contained in video recordings fiLmed during tne
event, and data contained in video surveiLlance recordings in the company's territory and buiLdings.

The main Legal bases to be used to achieve these objectives are:

o Consent of the data subject (point (a) of the first paragraph of ArticLe No. 6 of the GeneraL data

Page:2 / 5

Version: 1.0
CCL_O D-02_E N_La boratory_privacy_po Li cy



CrossChem.
ORGANIZATIONAL DOCUMENTATION

LABORATORY PRIVACY POLICY

Protecti on Reg u l"ati on);
r Conclusion and performance of the contract with the data subject (point (b) of the first

paragraph of Article No. 6 0f the GeneraL data protection ReguLation);

' Legitimate interests of the data manager (point (f) of the first paragraph of Article No. 6 of the
GeneraI data Protection ReguLation), such as the provision of communications.

E) Ensuring security, preventing threats to property interests, providing evidence in cases of
dispute and ensuring the important legitimate interests of Ltd "CrossChem" Laboratory and
other relevant third parties

Within the scope of this purpose, Ltd "CrossChem" performs video surveiL[ance of the territory, buiLdings
and other properties of the undertaking, uses personaI data controt[ers for ensuring various functions,
uses the rights granted in regutatory enactments for ensuring the Legitimate interests thereof.

For this purpose, the data manager may need to process at Least the following personaL data: data
contained in video recordings, data on site visits recorded in access control systems, erc.

The main [ega[ bases to be used to achieve these objectives are:

. Legitimate interests of the controLter (ArticLe No.6, first paragraph, point (f) of the GeneraI data
Protection Regu Lation).

5. Access to personal data
The Ltd "CrossChem" shall take appropriate measures to process personal data in accordance with
applicable Law and ensure that personal data are not accessed by third parties who do not have an
appropriate legaI basis for the processing of personaL data.
PersonaI data may be accessed as necessary by:

o EmpLoyees of Ltd "CrossChem" or directl.y authorized persons who need it for the performance of
their duties, such as accountants, managers or, if the data is pubLic, a[L empLoyees;

. Data managers of personaI data according to the services they provide and on[y to the extent
necessary, such as auditors, financiaI management and LegaL advisers;

. In cases specified in the Law of the State and LocaL government institution, for example, law
enforcement institutions, Loca I government;

. Third parties, after carefuL consideration of whether such transfers have an appropriate Legar
basis.

6. Cooperation partners in the processing of personal data
The Ltd "CrossChem" shall take appropriate measures to ensure the processing, protection and transfer
of personaL data to data managers in accordance with the appLicabl.e Legisl.ation.

The Ltd "CrossChem" carefuL[y setects the personaL data processors and assesses the necessity of the
data and the amount of data to be transferred when transferring the data. The transfer of data to
processors shatl be subject to the requirements of confidentiaLity and secure processing of personal
data.

The Ltd "CrossChem" sha[[ cooperate with the foLlowing categories of personaI dara processors:
o Auditors, consuttants (financiaL and/or LegaL);
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. lr infrastructures, database owner/deveLoper/technica L operaror;
o Other persons associated with the provision of our services.

7. Transfer of personal data to countries outside the European Union (EU) or the European
Economic area (EEA)

Ltd "CrossChem" does not transfer data to countries outside the European Union or the Eurooean
Economic area.

8. Storage periods of personal data
Personal data of Ltd "CrossChem" shaLl be stored in accordance with the relevant purposes for tne
processing of personaL data and in accordance with the requirements of the applicabLe LegisLation.

When assessing the length of the storage of personal data, the Ltd "CrossChem" shaLl take into accounr
the legaI requirements in force, aspects of performance of contractuaL obLigations, client instructions, as
wetl as the Legitimate interests of the controlter. lf personal data are no longer necessary for the
specified purposes, the Ltd "crosschem" shaLL deLete or destrov them.

PersonaI data necessary for the performance of the contractuaL obLigations - shaLL be stored untiL the
contract is performed or other retention periods are fuLfiLled (see beLow).

The personaI data to be stored in order to compLy with the Legislation shaLL be stored within the time
Limits Laid down in the reLevant LeqisLation.

In order to prove fuLfi[ment of its obLigations, the Ltd "CrossChem" shaLL store the generaI Limitation
period of the claim, in accordance with the time periods for Limitation of claims Laid down in Laws ano
reguLations - 10 years in the Civil" Law,3 years in the commerciaL Law and other time periods, takinq
into account aLso the time periods for bringing actions Laid down in the CiviL procedure Law.

The data obtained as a resutt of the video surveiLlance shaLl be stored for !4 days by the Ltd
"CrossChem", in individuaL cases, if the data is necessary for the provision of evidence, the data shaLL oe
stored untiI the moment when the specified target is reached.

9. Rights of the data subject regarding to the processing of personal data
In accordance with the provisions of the GeneraL data Protection ReguLation, the data subject has tne
right to request access to his personaL data heLd by the data manager, to request their correction,
deletion, restriction of processing. The data subject shaLL have the right to object to the processing of
data and the right to the portabiLity of data in the cases and in accordance with the procedures laid
down in the GeneraI data Protection ReguLation.

In case of receipt of a request from a data subject, the Ltd "CrossChem" shaLL provide an answer within
the time periods specified in regulatory enactments (not Later than L (one) month if there is no specific
request that takes longer to prepare a response).
Obtain information on personaL data stored by the data manager or exercise rights other than those of
the data subject in one of the foLlowing ways:

. ln the data manager's office: "NaftaLuka", O[aine parish, Otaine, LV-2127, every working day from
noon 9:00-16:30 (arrivaL time agreed in advance);
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. By application, by post, to the foLLowing
o When submitting an appLication (signed

info@crosschem.tv.

address: "Nafta[uka", Otaine parish, OLaine, Ly-2127 :

with a secure electronic signature), sending it to e-mait:

lf the data subject considers that Ltd "CrossChem" has faiLed to resolve the probLem raised and the dara
subject's right to protection of personaL data has been vioLated, the data subject has the right to fiLe a
comptaint with the state Inspectorate of Data (ELijas ieLa !7, Riga, LV-1_050).

Annex No.1

Ltd "CrossChem" Privacy Policy Annex Data categories:

No. Data Cateqory Examples
t. PersonaI identification data Name, surname, position
2. Person Contact information Address, telephone number, emaiL address
3. Customer Contact data Contact name, emaiI address, te[ephone number
4. Supp[ier data Vendor number, invoice information, address,

bank account number
5. Activities performed on the websites

of Ltd "CrossChem"
lP address, name of activity performed, date and

time of viewing sections of the Internet paqe
6. Photographs and images Photographs from customer events, date of photo

shootinq
7. Video data Video from customer events, recordinq date
8. Consent information Consent mark expressed by customer by subject,

date and time of consent. source

CONFIRM

Andersons /
!3th of February 2023
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